SYSTEM ADMINISTRATION (CIT6314)
PROJECT (30%)

Student Name : Maab Abdalla Awadalla

TASK A: LINUX SERVER SELECTION, INSTALLATION & CONFIGURATION
1. Linux Distribution Selection and Justification
1.1 Selected Distribution
Distribution Name: Rocky Linux v.10.1
1.2 Justification for Selection
System Stability:

 compatible with red hat enterprise binary which make it more reliable in regard of
distribution performance(RESF, 2024).

* It offers long term support and maintance(RESF, 2024).

* Rocky Linux has been tested and validated and is used in real world systems, which
ensure its reliability(Red Hat, 2023).

Package Management:

* Rocky Linux uses DNF (Dandified YUM) package manager which has strong
dependency resolution (Fedora Project, 2023).

* The available access to large software packages which work perfectly with RHEL(Red
Hat, 2023).

* Modular repositories which allow different versions of the same software within the
same reposistory(Red Hat, 2023).

Security Features:

In Rocky Linux SELinux (Security-Enhanced Linux) is enabled by default which
provide Mandatory Access Control (National Security Agency [NSA] & Red Hat, 2022).

* Security updates are aligned with the RHEL release schedule (Red Hat, 2023).

» It has built in firewalld for network security management (Red Hat, 2023).
Community Support:

* Rocky Linux has strong community support as a successor to CentOS (RESF, 2024).

* Available developer resources including active forums and documentation and others
(RESF, 2024).

* Enterprise-level support available through ecosystem partners (RESF, 2024).
» Compatibility with RHEL documentation and ecosystem tools (Red Hat, 2023).

2. Server Installation Process



2.1 Virtual Machine Creation

o Hypervisor: VMware Workstation
o Allocated Resources:

CPU: 2 cores

RAM: GB

@)
o Storage: 20 GB
o Network Adapter: NAT

( New Virtual Machine Wizard
Welcome to the New Virtual Machine Wizard
A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system? \
Install from: i

Installer disc:

No drives available

© Installer disc image file (iso):

| C:\Users\maaba\Downloads\Rocky-10.1-x86_64-minim ~ | Browse... I

[i] Rocky Linux 64-bit detected. |
To use Easy Install, insert the first disc of the set.

OI will install the operating system later.

The virtual machine will be created with a blank hard disk.

Help < Back Next > Cancel

[ New Virtual Machine Wizard

Spedcify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer
physical disk. These file(s) start small and become larger as you add applications,
files, and data to your virtual machine.

a

Maximum disk size (GB): 20.0 3
Recommended size for Rocky Linux 64-bit: 20 GB

() Store virtual disk as a single file
© split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another compu
but may reduce performance with very large disks.

Help < Back Cancel



[NewV'\rtua\ Machine Wizard X

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing Rocky Linux
64-hit.

The virtual machine will be created with the following settings:

Name: Rocky Linux 64-bit
Location: C:\Users\maaba\OneDrive\Documents\Virtual Machines\Ro...
Version: Workstation 17.5 or later

Operating System: Rocky Linux 64-bit

Hard Disk: 20 GB, Split

Memory: 2048 MB

Network Adapter: NAT

Other Devices: 2 CPU cores, CD/DVD, USB Controller, Sound Card

Customize Hardware...

8 Power on this virtual machine after creation

< Back Finish Cancel
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2.1 Installation Process

Selecting language: English US
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Rocky Linux 64-bit - VMware Workstation 17 Player
Player * | || - & O

INSTALLATION DESTINATION

| Done

Device Selection
Select the device(s) you'd like to install to. Theywill be left untouched until you click on the main menu's "Begin Instaliation” button.
Local Standard Disks

20GiB

VMware Virtual NVMe Disk
nvmedn1 ¢ 1.7 MiB free

Disks leftunsetected here wifnat be touched,
Specialized & Network Disks
Add a disk...

ted here will not be tuched.
Storage Configuration

© Automatic Custom
Free up space by removing or shrinking existing partiions
Encryptien

Encrypt my data.

1 disk selected; 20 GIB capacity; 1.97 i free Refresh.,

Rocky Linux 64-bit - VMware Workstation 17 Player
Player |1 - & 10,

NETWORK & HOST NAME

Done

&= Ekﬂ;i:r:;’(;r;s;:;m . 2 Ethemet (ens160)

Connected

Hardware Address 00.0C2:08:FE:00
Speed 10000 Mb/s

1P Address 192.168.19.120/24
Dafault Routa 192.168.19.2

DNS 192.168.1

+

Configure.

HostName: | techrich-serveriocal Appiy Current host name:  techrich-serverloca

Rocky Linux 64-bit - VMware Workstation 17 Player

e
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3. Initial System Configuration

3.1 Post-Installation Updates



Login as root

Rocky Linux 64-bit - VMware Workstation 17 Player

Player v

[Rocky Linux 18.1 (Red Quartz)
kernel 6.12.8-124.8.1.e118_1.x86_64 on x86_64

echrich-server login: root
JPassword :

Add user myadmin and give it sudo credentials

Rocky Linux 64-bit - VMware Workstation 17 Player - o
[l
-
Player =) ik >
Rocky Linux 18.1 (Red Quartz)
Jkernel 6.12.8-124.8.1.6118_1.x86_64 on x36_64
echrich-server login: root

[root@techrich-server “1# useradd -m -6 wheel -s /bin/bash myadmin
[root@techrich-server ~1# passud mjadmin

etype new password:

assud: password updated successfully
[root@techrich-server “1# su - myadmin
[myadmin@techr ich-server ~1§ sudo whoami

e trust you have received the usual lecture from the local System
pdninistrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

For security reasons, the password you type will mot be visible.

[sudol password for myadmin:
a

o
[myadmin@techr ich-server ~19




Rocky Linux 64-bit - VMware Workstation 17 Player -
Player ¥ Eé [[]j >

[myadminGtechr ich-server ~15 hostnamect]
fccess denied
Failed to query hardware serial, ignoring: Access demied
techrich-server. loca
computer-vm

692F0124312e4c769f 744bFe37558248
74£375feb?73841ceb91476bBAchaBIF £
1812528640

vmare

Rocky Linux 18.1 (Red Quartz)

cpe /0 rocky rocky:18: haseos

Thu 2B35-85-31

9y 4month

Linux 6.12.8-124.8.1.6110_1.x86_64
xB6-64

Uare, Inc
m.mre Uirtual Platform

’nm 2828-11-12
Sy Zmonth 2u 1d
[myadmin@techr ich-server =1

valid_Ift forever preferred_lft forever
[myadmin@techrich-server ~1% nmcli device status
[DEVICE TYPE STATE CONNEC

[myadmin@techrich-server ~15§ ip route show

efault via dev proto dhcp src metric 1688
dev proto kernel scope link src metric 168

[myadmin@techrich-server ~1% nmcli connection modify "SINTERFACE N

Setting network configurations

Rocky Linux 64-bit - VMware Workstation 17 Player -
Player ¥ @ [[]j >

[sudo] password for myadmin:
[ngadnunﬂtechmch—sewer ~15 sudo nmmcli connection doum “$INTERFACE
1i: command not Found
[ngmtlmml!tecl\rlclr erver “19 sudo nncli connection down “"$INTERFACE"
i successfully deactivated (D-Bus active path: sorg/freedesktopNetworkManager ActiveConnection/2)
[myadmin@techrich-server ~13 sudo nmcli comnection up "$ INTERFACE"
onnection successfully activated (D-Bus active path: sorg/freedesktop/NetworkManager/ActiveComection/3)
Jugadningtechrich-server ~19 ip addr show "SINTEREACE
<BROADCAST, MILTICAST, UP, LOWER_UP> mtu 1588 qdisc my state UP group default glen 1088
lmk/etl\er brd
altname enp
altname e\'\xﬂEEtZBEEI‘eEE
inet /24 brd scope global nopref ixroute ens168
valid_Ift forever preferred_Ift forever
ineté /64 scope link nopref ixroute
valid_Ift fnrever proferred_Ift forever
[myadmin@techrich-server ~1$ ping —c 4 google.com

Destination Host Unreachable
Destination Host Unreachable
Destination Host Unreachable
From 192.168.19.129 icmp_seq=¢ Destination Host Unreachable

|--- 8.8.8.8 ping statistics -
g pm:kf:ts tranamitted, B received, +4 crrors, 1867 packet loss, time 3885ms

[ngatlmml!tel:lmn:h server “1$ ping -c 4 google.com
ING google.com (172.217.27.14) 56(84) bytes of data.

b4 bytes from sinlls@Z-in-£14.1e168.net (1?2.217:27:11)'
h4 butes from sinlisBz2-in-f14.1e168.vet (172.217.27.14

|- google.com ping statistics -

4 packets transmitted, 4 received, B packet loss, time 30B4ms
frtt minsavg/maxmies = 14.113/19.861/32.591/7.817 ms
[myadmin@techrich-server ~13 ping -c 4 8.6.68.8

[PING 5.8.8.8 (8.8.8.8) S6(ad) bgtes uf data

|--- 8.8.8.8 ping statistics -

4 packets transmitted, 4 received, acket loss, time 3085ms
L 6 70257 4808 6528 752 me

[myadmin@techrich-server ~15

Installing GUI for Rocky Linux



Rocky Linux 64-bit - VMware Workstation 17 Player -
Player ~ M="JK > 0 & g

[myadmin@techrich-server ~19 sudo dnf groupinstall “Server with Gl

.54.8-2.e118_1.x86_64.rpm
Modemanager-g1ib-1.22.8-7.c118.xB86_64.rpm
NetuorkManager-bluetooth-1.54.8-Z.e118_1.x86_64.rpm
NetuworkHanager —conf ig-server-1.54.8-2.c118_1 -noarch.rpm
NetuorkManager -wif i-1.54.8-2.€118_1.x86_64.rpm
NetuorkMomager -wian-1.54.8-2 .c118_1 . xB6_64 .rpm
acl-2.3.2-4.c118.x86_64.rpm
adcli-8.9.2-9.e110. xB6_64.rpm
: ModemManager-1.22.8-7.c118.x86_64.rpn
.5-14.e118.x86_64 .rpm
"rc2-2.¢118_8.xB6_64.rpm
be-1.87.1-23.e118.x86_64 . rpm
bash-complction-2.11-16.c118.noarch. rpm
: bluez-libs-5.83-2.e118.x86_64.rpm
bolt-8.9.8-3.c118.xB6_64.rpm
bluez-5.83-2.£118,xB6_64.rpn
bubblewrap-8.16.8-3.c110.x86_64.rpm
: bzipz-1.8.8-25.6118.386_64.rpm
cockpit-344-1.c118.rocky.8.1.x86_64.rpm
chrony-4.6.1-2.c118.x86_64 .rpm
cockpit-bridge-344-1.e118.rocky.8.1.noarch.rpm
cockpit-ws-selinux-344-1.¢118.rocky.B.1.xB6_64.rpm
cryptsetup-2.7.5-2.¢118.x86_64 .rpm
cockpit-system-344-1.¢118.rocky.8.1. noarch.rpm
cockpit-ws-344-1.e118.rocky.8.1.x86_64.rpm
: cups-filesystem2.4.18-12.c118_1.2.noarch.rpm
cups-1ibs-2.4.10-12.118_1.2.x86_64.rpm
cyrus-sasl-plain-2.1.28-29.c118.x86_64.rpm
dbus-tools-1.14.18-5.e118.x86_64.rpm
: default-fonts-core-mono-4.1-3.c118.noarch.rpm
default-fonts-core-sans-4.1-3.¢118 . noarch.rpm
default-fonts-core-serif -4.1-3.110. noarch. rpm
de javu-sans-fonts-2.37-25.¢118 . noarch.rpm
de jaww-sans-mono-fonts-2.37-25.e118. noarch. rpm
i dejavu-serif-fonts-2.37-25.¢118 . noarch.rpm
device-mapper -mltipath-8.9.9-12.¢118.x86_64.rpm
device-mapper -mi 1 tipath-1ibs-8.9.9-12.¢118.x86_64.rpm
dmidecode-3.6-3.118.x86_64.rpm
dos2unix-7.5.2-3.¢118.x86_64.rpm
dosfstonls-4.2-12.€118.x86_64.rpm
duktape-2.7.8-10.c118.xB6_64.rpm
ed-1.28-5.6118.x86_64.rpn
: fonts-filesystem-2.8.5-18.e118.noarch.rpm
exfatprogs-1.2.8-1.¢118.x86_64.rpm
fuse-common-3.16.2-5.e118.x86_64.rpn
frectype-2.13.2-8.6118.x86_64.rpm
: fuse3-3.16.2-5.¢118.x86_64 .rpm
(48-49,983) : fuupd-1.9.31-1.c118.x86_64.rpm
xdg-user-dirs-gtk-8.11-6.c118.>86_64 xfsdump-3.2.8-1.c118.xB6_64
xkbcomp-1.4.7-3.¢118.x86_64 xkeyboard-conf ig-2.41-3.¢118 noarch
anl-common-8.6 .3-65..¢118 . noarch xmlseci-1:1.2.39-3.e118. x86_64
xmlsect-openss1-1:1.2.39-3.¢ 118, x86_64 xorg-x11-server-Xuayland-24.1.5-5.¢118_8.x86_64
xprop-1.2.7-3.6118.x86_64 xxd-219.1.883-6.¢118.xB6_64
yelp-tools-42.1-8 .e118.noarch yelp-xs1-42.1-7.e118.noarch
zip-3.8-45.c110.x86_64

[myadmin@techrich-server ~1$ sudo systemct] set-default graphical . target
for myadmin:
Removed *etessystemd ssystemsdefault . target' .
* s+ 'susr/libssystemdssystem/graphical . target”
: setesrc.dsre. local is mot marked executable, skipping.

[myadminPtechrich-server 1.

GUI Installed

Rocky Linux 64-bit - VMware Workstation 17 Player -
Player + v % [[]] > ) 2 q

Jan27 9:58AM

6 myadmin

Not listed?

Part B
User & Group Creation




Create 5 groups for the 5 department (developers, testers, HR, IT, management)

myadmin@techrich-server:~

Add 10 users to each group and verify user creation, with setting default password for each
user to “TechRich2026!”

myadmin@techrich-server:~




grep

myadmin@techrich-server:~




myadmin@techrich-server:~

Role-Based Access Control

Create group admins and add two IT admins to it, give the admins sudors credentials, the
reason why creating 2 admins instead of 1 is to prevent single point of failure.

File & Directory Permissions



Create a shared file directory with separate subdirectories for

change the ownership of each directory to its group

myadmin@techrich-server:~




change the permission of each group directory to ensure that each file created in the directory

inherit the group ownership and only the group

myadmin@techrich-server:~

create sample files in each department directory

myadmin@techrich-server:~




myadmin@techrich-server:~

verifying department files, by listing all the files with ownership and permissions

myadmin@techrich-server:~




ACL Implementation

applying read and execute ACLS for the management group on all the directories and verify
it with getfacl, to ensure smooth flow of the business process and the managerial tasks.

myadmin@techrich-server:~

ath names

Security Explanation

Linux permissions control what actions (read, write, execute) a user can perform on files and
folders (Stallings, 2022). Group ownership allows access to be assigned by role. ACLs add
extra access rules for specific users when the basic permissions and groups aren't enough
(SUSE, 2023). Together, they enforce least privilege, meaning each user only gets access to
what they need for their role. This limits damage if an account is compromised, keeps

departments separate, and makes access easy to manage as the organisation grows (Stallings,
2022).



Task C

Start and enable SSH service

myadmin@techrich-server:~

techri
techri
techrich-server.

techrich-

for my

myadmin@techrich-server:~

running

md --permanent -

cockpit dhc




Backing up the original sshd configuration before editting

myadmin@techrich-server:~

®=

[sudo] pa

Editing sshd configuration and confirming security hardening (disable root login, enable key
authentication, ... etc).
myadmin@techrich-server:~ — sudo nano fetc/ssh/sshd_config

H—.

®=

GNU nano 8.1 Jfetc/ssh/sshd_config Modified

fust/libexec/openssh/sftp-server

uthenti
\uthenti




Restart SSH and confirming it’s enabled

myadmin@techrich-server:~

su - it01




fauthori




Create SSH key pair for it02 admin

myadmin@techrich-server:~

Test SSH login as it01 and it02 and ensure that the key based authentication is successful for
both

it0O1@techrich-server:~ — ssh itOl@localhost

from ::1




calhost

Install Apache (httpd) and confirming the installation

myadmin@techrich-server:~ - ssh itO1@localhost

httpd

dependenc




myadmin@techrich-server:~ — ssh itO1@localhost

@localhost




Confirming port 80 is listening and retrieve the default html test page

min@techrich

("httpd”, , httpd”,p

the Unit




Open index.html for editing using nano and replace the default file

myadmin rer:~ — ssh itOl@localhost

udo naneo /vary ml/index.html

Edit on the file to create the company website

myadmin@techrich-server:~ — ssh itO1@localhost

GNU nano 8.1 fvarfwww/html/index . html Modified

: border-box;




setting ownership and permissions

myadmin@techrich-server:~ — ssh itO1@localhost

create internal portal website

myadmin@techrich-server:~ - ssh itO1@localhost

.html

internal-app




myadmin

Jvar e /html/

B  TechRich Solutions - Softv

&) oD

TechRich Solutions

Innovating Tomorrow's Technology Today

About Us

TechRich Solutions is a leading mid-sized software development company with 50 talented professionals dedicated to delivering cutting-edge
technology solutions. Founded in 2020, we specialize in custom software development, quality assurance, and IT infrastructure management.

Our Services

= Software
Development
‘Custom applications
tailored to your business
needs using modern
frameworks and best
practices.

By The Numbers

@ Quality
Assurance
Comprehensive testing
services ensuring your
software meets the highest
quality standards.

S° IT Infrastructure

Robust infrastructure
management, cloud
solutions, and system
administration services.

Ml Consulting

Strategic technology
consulting to help your
business leverage the latest
innovations.

50+




@  TechRichInternal Portal

(¢]

TechRich Solutions - Employee Dashboard

Quick Access

Employees
50 Active

Projects Reports Settings
15 Ongoing View Analytics Configure

Departmental Overview

rtment Employees Sl d Directory Status
= Development Ishared/developers Active
4 QA Testing Ishared/testers Active
i Human Resources /shared/hr Active
5L IT Department Ishared/it Active

~/ Management /shared/management Active

System Information

NFS

Installing NFS service and starting and enabling it




myadmin@techrich-server:~ — sudo nano fetc/exports

GNU nano Jjetc/exports

Ky Write
R F



exportfs to activate all the 6 shares

myadmin@techrich-server:~

Exporting nfs shares using

tfs -arv

ed/common

™ @™ ™ M

e no_Troo

e, no_subtree check, se w, e, no_root_s

no_subtree_check, s < u ,no_root_s

ide, no_subtree_check, LTW, e no_root_s

e.n ubtree_che e, No_roo

e, no_subtree_check, se e, no_root_s

mmon

Configuring nfs firewall adding services: nfs, rpc-bind, mountd, reloading and ensuring that
the services were allowed

myadmin@techrich-server:~

cmd --permanent --ad
% s o fi L-ema --permanent --
$ sudo fi 1-emd --permanent --ad ce=rpc-mountd
udo fire 1-cmd --permanent --: =mountd

$ sudo fi 1-cmd --reload

ient htt

Verification

Ensuring that all the services are enabled



myadmin@techrich-server:~

sshd

1 is-enabled httpd

is-enabled nfs

led rpebind

that all the services are running

myadmin@techrich-server:~

Ensuring

httpd nfs

: then

SSH (Secure Shell)

SSH provides secure remote access to the server, allowing IT administrators to manage the
system from anywhere without physically being there (Stallings, 2022). Its main vulnerability
is brute force attacks, attackers repeatedly guess passwords to break in (Singh et al., 2024).
This was mitigated by disabling root login, limiting login attempts to three, and switching to
key-based authentication (Stallings, 2022). For performance, SSH is lightweight and adds



minimal load to the server, so it requires little optimization beyond keeping the software
updated.

Apache (Web Server)

Apache hosts the company website and the internal employee portal, making information
accessible to customers and staff. It is vulnerable to attacks like DDoS (flooding the server
with traffic) and directory traversal — accessing files you shouldn't (OWASP Foundation,
2023). To reduce risk, the server version should be hidden, directory listing should be turned
off, and HTTPS should be enabled (Apache Software Foundation, 2024). For performance,
enabling compression and browser caching reduces page load times and server load, which
becomes important as more users access the site simultaneously (Apache Software
Foundation, 2024).

NFS (Network File System)

NFS allows employees to access shared departmental folders from their workstations instead
of copying files back and forth. Its biggest vulnerability is that it does not encrypt data by
default, meaning files could be intercepted if someone monitors the network traffic. Access is
currently restricted to the local network only, but upgrading to NFSv4 with Kerberos
encryption would significantly improve security. For performance, NFS works well on a fast
local network but slows down over longer distances. Using synchronous writes keeps data
safe but is slightly slower; switching to asynchronous writes for non-critical folders could
improve speed (Pratt, 2019).

Task D
Firewall

Ensure firewalld is enabeled and running

myadmin@techrich-server:~

udo systemetl status firewalld




List the currently allowed services and block the non-essential services (cockpit, dhcpv6-client)

myadmin@techrich-server:~

ent http ht

--permanent --remove-service=cockpit

--permanent --remove-serv 1.

Block the ports of the non-essential services

myadmin@techrich-server:~

--permanent --add-rich-rule="zrule

d --permanent --add-rich-rule="rule port protocol="udp” port=




Limit ssh connection to 3 attempts per minute per ip

myadmin@techrich-server:~

anent --add-rich-rule="rule serv

Final verification : verify allowed services, allowed ports and rich rules

myadmin@techrich-server:~

-emd --1i:




myadmin@techrich-server:~

SSH Hardening

Edit sshd config file and test and restart sshd




Ensure that sshd hardening is successful (root login is disabled, key-based auth is enabled,
it01 and it02 are in the AllowUsers)

myadmin@techrich-server:~

% sudo grep "* mi 0 L fetc/s d_config
PermitRootLogin no
udo grep 71 1 ation”™ [ 3 d_config
PubkeyAuthentication y
d_config

uthentic

Too many authentic:

Ensure that the SSH keys generated earlier for it01 and 1t02 are working (passwordless
connection for it01 and it02, and root login is disabled)

myadmin@techrich-server:~ — sudo su - it01

ast login: Sun Feb }: ) from ::1 on pts
Web console: https 2 1 1 or https:

: Sun Feb

tion to

Last login: Sun Feb
Web console: https G L server.l or http
Last login: Sun Feb

logout

ection to lc

logout




Set password policy by editing the pwquiality.conf file

myadmin@techrich-server:~ — sudo su - it01

myadmin@techrich-server:~ — sudo su - it01

GNU mano 8.1 Jfete/security/pwguality.conf

SSELinux



Ensure that SELinux is enabled

myadmin@techrich-server:~ — sudo su - it01
y Gl

$ sudo getenforce

Enforecing

Explain the importance of firewalls, intrusion detection systems (IDS), and intrusion
prevention systems (IPS) in enterprise computing environments.

Firewalls filter network traffic to block unauthorized access while allowing legitimate traffic
through based on predefined rules. IDS monitors network activity for suspicious behaviour
and alerts administrators, functioning like a security camera that observes but does not act
(Stallings, 2022). IPS goes further by automatically blocking detected threats in real time,
acting as a security guard that stops threats before damage occurs (Cole, 2011). Together,
these three technologies create a layered defence: firewalls prevent unauthorized entry, IDS
detects threats that penetrate defences, and IPS stops those threats, protecting the organisation
at multiple levels (Stallings, 2022).

Task E

System monitoring



Install monitoring tools (htop, iotop, net-tools), and verify successful installation

myadming




myadmin@techrich-server:~ — sudo su - itO1

iotop -y

rchitecture

myadmin@techrich-server:~ — sudo su - itO1

CPU Monitoring



Monitor CPU performance using top

myadmin@techrich-server:~ — sudo su - it01

Monitor CPU using htop

myadmin@techrich-server:~ — sudo su - it01




Check CPU usage details

myadmin@techrich-server:~ — sudo su - it01

wineIntel

p mtrr

rfmon reg

RAM monitoring



Memory overview and detailed memory info

myadmin@techrich-server:~ — sudo su - it01

free -h

buff

Disk Monitoring

Overall disk usage and detailed disk usage for specific directories

myadmin@techrich-server:~ — sudo su - it01

-Troot

tmpfs

du:

du:

Disk I/0O Monitoring



Monitoring disk I/O using iostat and iotop

myadmin@techrich-server:~ — sudo su - it01

T

drgm

myadmin@techrich-server:~ — sudo su - it01

rent ) ent WRITE:
TID PRIO USER DISK READ DISK WRITE GRAPH[R+W]V COMMAND (05:07:09)

Hls
k
k
k
k
k
k
L
L
L
L
k
k

1k
k
k
k
k
k
k
k
k
k
k
k

Network Monitoring



Monitoring network interface status

myadmin@techrich-server:~ — sudo su - it01

group

Troute en:

proto

Monitoring network connection and ports using ss -tn

myadmin@techrich-server:~ — sudo su - it01

proto kernel scope 1




myadmin@techrich-server:~ — sudo su - it01

Log Analysis
Analyzing Using journalctl

Verify all system logs

myadmin@techrich-server:~ — sudo su - it01

tech . inux version 6.12.0-124.8.1.e110_1.x86_64 (mockbuil

techrich-server. 1k mand line: (h Pt mlin

techri

techrich-

T

speed read from hy




Check sshd logs

myadmin@techrich-server:~ — sudo su - it01

techrich-serv

techri
T
techr

techr VET . v enSSH server dae

O ing 1in use ::1 port 2
PAM 2 more authentication failures; logname= ulg
unix(sshd:auth): authentication failure; 1§
f it@l from ::1 port >

. B P

The A e HTTP TVer. ..
httpd.service: Referenced but unset environment varH
rver conf g on: port

1 htt T HT

ines 1-4/4 (END)




Check nfs logs

myadmin@techrich-server:~ — sudo su - itO1

ines 1-2/2 (END)

Check firewalld logs

myadmin@techrich-server:~ — sudo su - it01

1: WARNING: NOT_ENABLED: dhcp6-client
1: WARNING: NOT_ENABLED: dhcpvG_client
Lines 1-4/4 (END)

Analyzing /var/log files



analyze ssh authentication logs

myadmin@techrich-server:~ — sudo su - itO1

1 opened for

1 opened for use

myadmin@techrich-server:~

— sudo su - it0l myadmin

conte
conte

conte




Analyzing Apache access log

myadmin@techrich-server:~

myadmin sudo su - it01

Analyzing Apache error logs

myadmin@techrich-server:~

myadmin@techrich-server:~ — sudo su - itOl yadmin@techrich-server:~

tmem f

httpd ru




Analyzing boot messages

myadmin@techrich-server:~

techrich-server:~ — sudo su - itO1

d-rc-1




Analyzing NFS logs

myadmin@techrich-server:~

myadmin@techrich-server:~ — sudo su - it0l myadmin@techrich-server:~

@1 techri / : (root) CMDEND (run-parts fetc/cron.hourly)

ounti p d.mount - configuration f

md[1]: Mounti var-lib -rpc_pipefs.mount - RP

Explain how system monitoring and log analysis support proactive maintenance,
troubleshooting, and security incident response.

System monitoring tracks real-time performance of CPU, memory, and disk usage which help
administrators to detect problems before they lead to system failures (Stallings, 2022). Log
analysis reviews records to determine what happened, why a failure occurred or if a security
breach happened(National Institute of Standards and Technology [NIST], 2006). All together,
they enable proactive maintenance by identifying issues before they escalate, speed up
troubleshooting by providing an audit trail of system activity, and support security incident
response by revealing suspicious behavior such as repeated failed login attempts or
unauthorized access (NIST, 2012).
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Appendix
Reflective Report:
A. Challenges encountered:

Setting Passwords did not work

When creating users accounts I set the password to "TechRich2026!", however Linux treated the
exclamation as a special character so the password was never saved. No error message appeared and |
didn’t know it failed until I tried to log in later.

3.2 Could Not Log In via SSH

After setting up SSH, I tried loging in as IT admin “it01” but kept getting "Permission denied". This
was probably because of the password problem.

File sharing was not working

When I tired to set up NFS, the firewall was blocking it because I used the wrong name for one of the
firewall rules, also I forgot that NFS needs rpcbind to be running first. Once I fixed the rule names
and started rpcbind, file sharing worked.

B. Troubleshooting

Issue 1: Passwords Were Not Being Saved

What Happened

Password for the 50 users was not saved because it contained exclamation mark and linux misread it

How I Checked

Tool I Used What It Told Me

It showed whether the password was set, locked, or missing for that
passwd -S username

user.
getent shadow username Check the password entery to see if really no password was saved
ssh user@localhost Tested if I can log in with the password.

How I Fixed It

Used chpasswd, which doesn’t have problems with special characters. I ran it for all 50 users:
echo “username:TechRich2026!” | sudo chpasswd

After that passwords were saved and SSH logins worked correctly.

4.2 Issue 2: SSH Login Kept Failing

What Happened

I was not able to login after setting SSH. The system kept saying "Permission denied". The reasons of
this error were: the passwords were not set (from Issue 1), and SSH was set to only allow specific
users to log in.



How I Checked

Tool I Used What It Told Me

sudo sshd -t Check if SSH settings file had any mistakes but it was clean.

grep AllowUsers in the SSH

Check which users were allowed to log in via SSH.
config

sudo systemctl status sshd Confirm SSH was running.

Check the login failure messages to see exactly why access was

hecki 1
Checking /var/log/secure denied.

How I Fixed It

First, I fixed the passwords using chpasswd (as in Issue 1). Then made sure that SSH settings were
correct, only the two IT admin accounts (it01 and it02) were allowed to log in via SSH, then I tested it
for each of them it worked for both.

Issue 3: File Sharing Was Blocked
What Happened

I set up NFS, but clients could not access the shared folders, because the firewall was blocking the
connection and rcpind service was not running

How I Checked

Tool I Used What It Told Me
firewall-cmd --list-services To check which services are allowed through the firewall.
systemctl status nfs-server Told me the NFS server was not running properly.
systemctl status rpcbind Checked the status of rcpind and I found it was not running.
exportfs -v To check which folders were being shared but I found not folders

were shared yet.

showmount -e localhost Checked what shared folders were visible from the local machine.
How I Fixed It

nn

Changed the names of the firewall rules to ones that are recognized by the system: "nfs", "rpc-bind",
and "mountd", then started rcpind and reload the firewall. After restarting the NFS server, I checked
the shared folders again and this time all five department folders were accessible.



C. Skills Gained

1. Managing a Linux Server

How to install Linux, create user accounts, set permissions, and keep services running which are the
basics that every system administrator needs to know.

2. Keeping Systems Secure

By turning off unnecessary services, blocking ports that are not needed, setting strong password

policies and using SSH for admins login.

3. Finding and Fixing Problems

I learned how to inspect what is issue when a some error happen systematically by using specific tools
and not just guessing and fixing randomly.

4. Understanding How Services Work Together

I learned that services are

not independent, but they work together for example NFS need rcpind to

work and firewalls needs the correct rules to be set to allow the traffic through.

Connection to Computer Science Principles

Principle

How I Saw It in This Project

Access Control

Setting up rules for who can access which files and folders

Security in Layers

Security was considered in many ways: firewalls, SSH login, password

policy
Breaking Things Into Setting each service separately (SSH, Apache, firewalld,...etc) and testing
Smaller Parts each alone, which made it easier to configure and test.
Debugging Step by Step If some error occur, I check first what’s the issue using the appropriate tools

instead of just fixing things randomly

How Networked Systems
'Work

I learned that for NFS to work it requires right firewalls rules to be set,
helper services and right configurations on the server.

Watching and Logging

Using monitoring tools and reviewing log files to check system
performance and detect any issues in the system.




